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6.7. LFSR based DSA (GH and  XTR)

! Mathematical Tools of  Design of A New Public-key Cryptosystem  --
GH-PKS

        -  Third-order Characteristic Sequences
        -  Motivation of GH (Gong-Harn) -PKS
        -  Two Theorems on 3rd-order Characteristic
            sequences
! GH-DH  Key Agreement Protocol and the XTR
! GH-DSA
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Third-order Characteristic Sequences:

"  Let q be a prime or a power of a prime and
f(x) = x3  –  a x2 + bx – 1, a, b ∈ GF(q),

        be irreducible over GF(q).
"  A sequence {sk} is said to be an LFSR sequence generated
      by f(x) if

           s3+k = as2+k + bs1+k + sk, k = 0, 1, …
"  If an initial state of {sk}  is given by

s0 = 3, s1 = a, and s2 = a2 – 2b,
      then {sk}  is called a (3rd-order) characteristic sequence.
     We denote  sk = sk (a, b), k = 0, 1, … .

A. Mathematical Tools for  the Design of GH-PKS
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Example 1. Let K = GF(5), r = 3 and
f(x) = x3 +  x – 1 which is irreducible over K.
 The characteristic sequence generated by f(x):

3    0    3    3    2    0    1    2    4    4
     3    0    1    3    4    3    4    1    4    3
     2    1    1    1    0    0    1    0    4    1
     1    ...
which has period 31 = 52 + 5 + 1.
The reciprocal polynomial of f(x) is

1)( 231
!!=! xxxf
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Figure 2. A Pair of Reciprocal LFSRs  in Example 1 
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Profiles of  Third-order  Character istic
Sequences

"  Period : a factor of  q2 + q + 1
"  Trace representation:

where !   is a root of f(x) in the extension
field GF(q3).

,...1,0   ,)(
2

=++== kTrs kqkqkk
k !!!!
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Motivation of GH-PKS

" Develop a PKC whose security is based on the difficulty of
solving the discrete logarithm (DL)  in GF(q3), but all
computation are performed in GF(q).

" Ideal candidate: LFSR sequences of order 3.

Two issues need to be solved:
"  Commutative law among the terms of 3rd-

order char. sequences.
"  Fast computation algorithm for evaluating sk,

the kth term of the sequence, Gong and Harn
(1999).
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Two Theorems

   We denote sk = sk (a, b).
   Theorem 1 (Commutative Law)
    Let f(x) = x3  –  a x2 + bx – 1  be irreducible over GF(q) and

{si} be the char. sequence generated by f(x). Then for any
positive integers k and e,

    where s-e (a, b) = se (b, a)  which is the reciprocal sequence
of the sequence  {si (a, b)}.

),()),(),,(( basbasbass ekeek =!
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Theorem 2 (Dual State Fast Evaluation Algorithm
(DSEA), Gong and Harn 1999)

     Given an positive integer k, the kth terms of  a pair of the
reciprocal charateristic sequences,  (sk,  s-k ) can be
computed in 9logk multiplications in GF(q) in average.
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B. The GH-DH Key Agreement Protocol
(1999)  and the XTR

System public parameters:
     p:  a prime number, and q a power of p
   f(x) = x3  –  a x2 + bx – 1, irreducible over GF(q) with

                            period Q = q2 + q +1

Alice:
           Private key: e, 0 < e < Q  
                                with (e, Q)= 1
           Public key:  ( se,  s-e)

Bob:
           Private key: r, 0 < r < Q  
                                with (r, Q)= 1
           Public key:  ( sr,  s-r)

The shared key: ( ser,  s-er)
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The GH-DH Key Agreement Protocol

 se( sr,  s-r) =  ser
s-e( sr,  s-r) =  s-er

 sr( se,  s-e) =  sre
s-r( se,  s-e) =  s-re

The shared key: ( ser,  s-er)

( se,  s-e)

( sr,  s-r)

e rAlice Bob



Example 2. For simplicity, we will use q = p = 5 to
demonstrate the GH-DH key agreement protocol.
System parameters: q = p = 5 and f(x) = x3  +  x – 1 in E.g. 1.

" Alice:
   e = 3, ( s3,  s-3) = (3, 4)
     Using Bob’s public-key to form  a

pair of  the reciprocal  polynomials:
        f6(x) = x3 –   x2 – 1 and
       f-6(x) = x3 +  x – 1

f6(x):   3  1  1       0   1  0   …
 f-6(x): 3  0  3       2   0  1   . . .

s3( s6,  s-6) =  4  and s-3( s6,  s-6) =  3

 Common key:  (4, 3)

" Bob:
    r = 6, ( s6,  s-6) = (1, 0)
     Using Alice’s public-key to form a pair

of the reciprocal polynomials:
        f3(x) = x3 – 3x2  +4x– 1 and
       f-3(x) = x3 – 4x2  +3x– 1

f3(x):   3  3  1  4  1  3         1  0       …
 f-3(x): 3  4  0  1  3  4         3  2        ...

s6( s3,  s-3) =  4  and s-6( s3,  s-3) = 3

 Common key:  (4, 3)

4
3

4
3
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s0= 3
s6 =1 s-6  = 0 

s3( s6,  s-6)
=  4
= s18

s-3( s6,  s-6) =  3
                  = s-18

Alice  (private key e = 3)
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s0= 3 s3 = 3 s-3 = 4 

s6( s3,  s-3)
=  4
= s18

s-6( s3,  s-3) =  3
                 = s-18

Bob  (private key r = 6)
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Profile of GH-DH for  the version q = p2

" Security:  the difficulty of solving discrete logarithm in the finite field
GF(p6)

" 170 bits GH-DH     ⇔ 170 bits EC-DH
            ⇔ 1024 bit RSA 
             ⇔ 1024 bits DH
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Alice:
           Private key: e, 0<e<Q
  

           Public key:   se

Bob:
           Private key: r, 0<r<Q
  

           Public key:   sr

Related Public-key XTR (Lenstra and Verheul,
2000)  using special character istic sequences

 The shared key:  se( sr,  sr
p ) =  ser = sr( se,  se

p )

System public parameters:
      p,  a prime number and q = p2

     f(x) = x3  –  a x2 + ap  x – 1, irreducible over GF(q) with
                                 period Q  |  p2 –  p + 1
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se

sr

e r

Alice Bob

 se( sr,  sr
p )=  ser

Common key:  ser

 sr( se,  se
p )=  sre

XTR 
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" Let {sk} be generated by f(x),
" State vector:

" State transition matrix:

State Transition of LFSR Sequences
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Therefore, the (v+j)th term,  sv+j , is the inner
product of sv and the first column of                    .)()0( 1

jMM
!

State transition formulas: 

C. GH-DSA
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Algorithm 2 . An Algorithm for Computing a Mixed Term
sv+j,  j Unknown

Input:     v and                          .
Output: sv+j, , the (v+j)th term of the Char. Sequence.
Procedure:
    Step 1: Applying DSEA  to compute                             , the vth
                 state of  the LFSR f(x).
    Step3:  Pack the matrices M(0), and M(j):

       compute  the inner products of sv and the first  column of
                             , which gives sv+j,    (                            are computed from

the linear recursive relation from sj).
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-  System public keys:  p, a prime,  q = pv , Q, a prime factor of q2 + q +1  for
     v ≠ 2 and Q = P1P2 ,  P1 | p2 + p +1, P2  | p2 -  p +1 for v = 2 res., and
      f(x) = x3  –  a x2 + bx – 1, irreducible over GF(q) with period Q
 -   h(.): a hash function  (SHA-1)
 -  Signer,  private key: 0< x < Q with (x, Q) = 1, public key                               .),,( 21 ++=

xxx
xssy

GH-DSA: ElGamal-like Digital Signature Algorithm of Degree 3

Signer
•  randomly picks k: 0 < k < Q
   coprime with Q  (per message)
•  applying the DSEA  to compute

•  setting  r, an integer converted from sk
•  solves for t in the equation:
      h(m) ≡  xr +kt (mod Q)

(r, t) is a digital signature of the
            message  m (s-k needs to be
            transmitted)

),(
kk
ss !

Ver ifier
•  setting   v = − h(m)t-1 mod Q
                u = − r t-1 mod Q
• computes A = sv+x  by  Algorithm 2
• by the DSEA, computes
  B =                ,  the uth term of the char.
sequence of the LFSR

•  checks whether
                       A = B                    (1)
  If (1) is true, accepts. Otherwise, rejects.

1)( 23 !+!= ! xsxsxxf kkk

)( ku fs
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Sign and Verifi . of  GH-DSA

),,( 21 ++ xxx sss

Verifier: 

1)( !
!= rmhv

xv
sA += (Alg 2)

1!!= tru

)( ku fsB =   (DSEA)
),( kk ss !

BA ?=

Yes, accept it. No, reject it.

m, r, h(x) t, r

Signer: x

),,( 21 ++ xxx sss

Signing for the message m: 
k

),( kkk ssf !=

)(convert ksr =

x
k
m

) (mod )( Qktxrmh +!

t

Signature: (r, t).

  (DSEA)

  (DSEA)
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