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Topic 5. Block Ciphers and Hash

Functions

1. Deggn principles of block ciphers

2. DES

3. AES

4. Encryption models

5. Secure hash functions

6. MAC (message authentication code)

/. Conversions among symmetric key algorithms
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1 Design Principles of Block Ciphers and
Differential Attacks
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@G. Gong

> >
> _ >
> Nonli >
P >
»| near >
P >
> >

Trans

forma

tion
> >
= >

Model of Block Ciphers

University of

Waterloo

7

128-bits



A. Introduction to Block Ciphers

A Block Cipher Algorithm: E and D are apair of encryption and
decryption operators that satisfy

E: F"! F",F,=GF(2
DoE(M)=m

where mis an n-bit message, i.e., E maps an n-bit message to an n-bit
cipher text.

Design Principles of Block Ciphers

¥ Diffussion and Confusion (Shannon)

Diffussion:: each plaintext digit Confusion: Make the statistical

affects many cipher text digits, relationship between a plaintext and the
or each ciphertext digit is corresponding ciphertext as complex as
affected by many plaintext possible in order to thread attempts to
digits. deduce the key.
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Differential cryptanalysis attack: Making use of that fact that the differences
of the output at each round will be propagated into the next round.

Mathematical Interpretation of Diffusion and Confussion:
C=E(X) = f(xk),x! F,” k! F”,C! F"
f:R""EY L R

¥Nonlinearlity of f.  fisfar from the linear functions

¥The Strict Avalanche Criterion: one bit change in the plaintext or the
key should produce a significant change in the ciphertext.
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B. Development of Block Ciphers

DES (Data Encryption Standard), NIST 1976

IDEA (International Data Encryption Algorithm), Lai and
Massey 1991

RC5 ,Rivest1994

AES (Advanced Encryption Standard) and RIJDAEL,
NIST, 2000

NISSIE (New European Schemes for Signatures,
Integrity, and Encryption, called the cryptographic
primitives in many areas), 2001
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AES Selection

AES: Advanced Encryption Standard, A Crypto Algorithm
for the 21 Century, NIST (http://wwwistgov/ae3

15 AES Candidates, Aug. 1998. Top 5 AES Candidates ,
Aug 1999.

Third AES Candidate Conference, April 2000, New York.

October 2000, the final candidate: RIJNDAEL, by Joan
DaemenVincentRijmen
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2. DES

DES (Data Encryption Standard, NIST 1976)

32-bit 32-bit

— 7 A A

|

Fle k: DES key

Figure 1. DES Viewed as the FSR with Inputs
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DES:. Load 64-bit message

64-bit message 64-bit cipher 56-bit key
|P IP-1 PC1
A A
32-bit 32-bit 28-hit 28-hit
v v
output
| A e a7| A

Gi@

Key schedule

Figure 2. Round Operation in DES
@G. Gong




Notation in Figure 2:

¥|P: initial permutation
¥IP': theinverseof IP
¥PC1: permuted choice 1
¥PC2: permuted choice 2

¥<<: |left shiftsfor round 1, 2, 9, 16 shift 1, the rest of rounds
shift 2

a1'+2 = f(ai+11ki+1)+ai,i :O,l,l_ ,15

where f isanonlinear function given by the so-called S-boxes
described below.

@G. Gong



Initial Permutation (IP):

58 50 42 34 26 18
60 52 44 36 28 20
62 54 46 38 30 22
64 56 48 40 32 24
57 49 41 33 25 17
59 51 43 35 27 19
61 53 45 37 29 21
63 55 47 39 31 23

R PR ORRPPRPER
oW oOoDNDNO
~NowhPoo b~

PCL1 for the key schedule:

574941332517 91
58504234261810 2
59514335271911 3
60 52 44 36 63 55 47 39
312315 76254 46 38
302214 661534537
292113 5282012 4

@G. Gong

PC2 for the key schedule:

14171124 1 5 328
1562110231912 4
26 816 7272013 2
4152 31 37 47 55 30 40
51 45 33 48 44 49 39 56
34 53 46 42 50 36 29 32
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f is defined by this |
. . L32bit
serial operations
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v

Permutation P of S,

l Figure 3. Round function
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Expansion permutation E:

32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1
32-bit Permutation P:
16,7,20,21,29,12,28,17,1,15,
23,26,5,18,31,10,
2,8,24,14,32,27,3,9,19,13,30,
6,22,11,4,25

@G. Gong

S-boxes mapping:
6-bit: a, a, a, a; a, a;
a,as: to select row (O, 1, 2, 3)

a,8,8,a,: to select column (0, 1, ...., 15)
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S-box O S-box 4
14 413121511 8310612590 21241710116 85 3151

0157414 213 11061211 953 1411 212 4713 15 01510
41148136 2111512973105 4211110137 815 912 5
1512824917511 3141006” 118127114 213615 0 91

S-box 1 S-box 5

151814611 3497 21312 05 12 11015
3134715281412 0 1106 911 1015 4 2
014 71110 413 15 8 932, 91415 5
13810 1 3154 211 6 0514 4 3 212

14

Oy W

0 9
986
3 014
45 3

o

3414 7 511
1314 011 3 8
410 11311 6

110
12 6
712 41760813

O R

1

S-box 2 S-box 6

10 0 914 5511312 711 42 411 214150813 312 9 7 5
13709 10 2 8 514121115 13 011 749 11014 3512 2
13 6 49 011 1 212 51014 1 4111312 3 71410156 80
11013 O 741514 311 527 61113 814107 9501514

6 31
346
815 3
6 9 8
S-box 3 S-box 7

71314 3069101 2851112 4 1328 461511 110 9 314 5 012
13811 561503 47 212 11014 11513 810 3 7 412 5611 014

106 901211 713151314528 7114191214 2 0 6101315

3
3150610 113 8 4 51112 7 2 2 114 7 410 8131512 9 0 3 5
@G. Gong 14
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Remark. Specia properties of S-box 4 (G.Gong and S.W. Golomb,
|EEE-IT, 1999)

S-box 4. Polynomial Representation

Const9 3 5 7 11 13 15 23 31 9 27 21

fin| 1 | 733 3115 8 58 33 36 7 4527 42

f4 4511 14 39 48 53 56 13 7 1854 21

fs | 1 |5054 24 20 21 56 54 8 7 541! 21

f44 o |42 5 5 57 5 4 49 4 7 945 42

@G. Gong




S-box 4: Hadamard transform

O 4 -4 8 -8 16 -16 20 -20
11 11 17 10 ©6 1 3 1 3
11 11 17 6 10 3 1 1 3
11 11 17 6 10 3 1 1 3
11 17 11 6 10 3 1 3 1
0 8 -8 16 -16 24 -24
S-box 4: Avalanche Transform 23 8 4 6 12 5 5
23 8 4 6 12 5 5
23 8 4 6 12 5 5
23 8 4 6 12 5 5

@G. Gong
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Example.

Message =
00000001001000110100010101100111
100010011010101111001101111011112
key =
000100110011010001010111011112001
100110111011110011011111111100012

Cipher =
01001010110101000010001110101000
00001111000001010111100000001010

@G. Gong
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3. AES (Advanced Encryption Standard)
RIJNDAEL

m(message) Kk (session key)
128-bit (or more) 128-bit ( or more)

+, mixed with a permutation

Thh L
l

8—bitl l l
128-bit Permutation

128-bit l C (cipher)

«—] T [¢—

Figure 1. A round operation for AES candidates: SAFER+,

RIJDAEL,ect.
@G. Gong 18



RIJNDAEL's Operators:
Algebraic structure: afinite field F = GF(28), defined by the
primitive polynomia m(x) = x® + x* + x> + x +1

Let" bearoot of m(x),i.e, m(")=0inF.

Operations in the matrix ring:

M4(F) = {X = ()_(ij)4"4 |l(ij ! F}

For each matrix in M,(F), the elements are taken from F , i.e., each element
has 8-bit or one byte, and each row or column can be considered as a word,
32-bit. So, al of computation are performed in F.

@G. Gong
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A. Three Basic Operators

1. ByteSub transform S on M (F): for X =(X;)! M,(F),

Sis abyte-wise operation:
S(X) = (S(Eij ) axa

wherefor y=(y,y.L ,y;)! F

S(y)=To! (y) (2)

where “(y)=y'' and

0001 1 1 Ligy# &#
§1000111?§y1§
21100001 |$y2|$0'
=S 111000 syl 0
y_$11111000:$4' 20
$0111110 0y! %
2011111 oy &
15Ys! Ll
éf)00111111/y75§9!-

@G. Gong



Let A denote the 8 by 8 0-1 matrix from the affine
transformation T, ¢=(1,1,0,0, 0, 1, 1, 0) and xt represents
the transpose of the vector x. Then the inverse of Sisgiven by

S (X) (S (_|]))4l (# OT (_IJ))4!4

where
T} 1(_”) _IJ and T!l(y)zA!lxt_l_gt.

2. Shift row transform R and its inverse

@oo Xo1 Xo2 Xos {:ﬁ ?oo Xo1  Xoz )_(03#

_$Xis X X X! $Xi1 X Xz X!
R(X)=g | RY(X)=3 |
§£22 Xoz Xoo  Xog Xyy Koz Xyg X

| |

J¥31 X3» Xzz Xgzo" sz X0 X3p X"

@G. Gong
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3. Mix column transform (linear transform on F@¥)

L(x)=L-x andtheinverseof L:

§¢’ 1+ 1 1 1# g(o
L—$ . | s 1 I 1 $(1
1 o1 1! L =3
, , | 2
e o110 g’
where
r:0=!3+!2+!
'l=!3+1

el P

IR

@G. Gong
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B. Composition of Operators

For X! M,(F),

G(X) = RoS(X)

G 1(X) - gS'1pR! 1(X)

H(X) = LoG(X) = L!G(X)

H'Y(X) =G' oL'}(X)

@G. Gong
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(l(;'j Daia

A 4

(T() axa

\4

R—l

Shift row R

'

I

(T @ a4

Mixed column L

,

@G. Gong

Q(;Ijl)m 4

Figure 2. Diagram of H and G operators
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C. Key Schedule

The total number of round key bitsis equal to the block length times the

number of rounds plus 1. For a 128-bit version, it needs 10 rounds. Thus
1408-bit, or 44-word round key is needed.

L et

- {K}"  beasequenceof words, i.e, K;! F®,
which consists of 4 bytes;

- (Kg, Ky, Ky, Ky) be a128-bit session key, where each word
K.! F®, consisting of 4 bytes.

The sequence { K, } will be used as the round keys. We write

Ki = (Ko, ki1, Ki2, kiz), 1=0,1L ,43 kij! F

@G. Gong
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3 bytes |||

Zeros
é >>1: right shift 1
S operate on bytes
+: bit-wise addition
+ s 4—@47
K4(i—1) K4(i! 1)+1 K4(i! 1)+2 K4(i! 143
> K4i K4i +1 K4i+2 K4i +3

Figure 3. Key schedule: from the-()th segment of 4-word to thh
segment of 4-word
@G. Gong 26



Initial state: (K, K, K,,K,)! F®
Expansion step: For i =1, 2, ....., 10, compute

K4i = K4(i" 1) + (S(Km" 1,3)9 S(Km" 1,0)9 S(Km" 1,1)9 S(Km" 1,2 N+ ! ,0,0,0)

Ky = Kaujys ¥ Kyuae; N F, j=0123.

4i+j

We arrange {Kj} intoamatrix Kof 11 by 4as K =(K

4i+j)0!i!10,0! j13

Let
Ki = (Ky Ky Kyino, Kying), 1=0,1L ,10

the ith row vector of K. Then K, will be akey for ithround, i =0, 1, ...., 10.

@G. Gong

27



For example, fori =1,
Ky =Ko +(S(K33), S(K30), S(K31), S(K;2)) +(7,0,0,0)

Ks =K, +K,;
Ke = K +K,
K; =Ke + K,

Thus

K, :(K4a K5> K69 K7)

@G. Gong
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D. RIJNDAEL Encryption and Decryption

We consider the 128-bit version.

Message format: amessage M of 128 bits, represented as 16 bytes.

M = (Myg, Myg, My, Mg, Myy, My 4, My, My,
Mooy My, My, Moy, Mg, M, 5, M5, Mas)

where mij# F. It formsthe message matrix M:

Wpg Ly Mgz Mg

My My, m, M,

Wy Wy s Iy

Mo Mgy Mgy Mgy

(In other words, the message can be read from M column by column.

The number of rounds: 10

Ciphertext: C = (¢;),44 Which are computed in Figure 4 and output the

elementsin C column by column.
@G. Gong
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Encryption M: message

édf Ko
e

?

H

) < G?%

G

Figure 4 ?‘7 Ko
@G. Gong C: cipher

Decryption

@‘7 Ky
Figure 5
M
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Encryption:

Mo =M +KqinM,4(F)

M, =H(My)+K,i=12L 9

M,,=G(M,)+K,,

The ciphertextisC =M.

Decryption:

Co=C+Kyy

C,=G™(Co) +Kq

G = H!l(Ciil)"'ﬁw!i’

The plaintextisM = C,,.
@G. Gong

i=2,3L ,10

31



E. Word-Operation of RIJNDAEL (not in the standard, Gong 2001)

The representation of RIINDAEL in word operations:

Note that the order of the SubByte transform S and the shift row
transform can be changed. In this way, we can represent
RIJNDAEL in word operations, see Figure 6. Sometimes, we also
say that Sisthe S-boxes of RIINDAEL. In other words, inthe
Rijdadl cipher, all S boxes are the same, which isthe inverse
operation in the finite field GF(28) followed by an affine

transformation. _ B _ _
For v=(y,.y,.y,.y)eF* ,theword operation W of Rijndael is defined as

) 1) 1 1 FOf

g
sl ) 1+ 1 oadrW!
wpELSMEs 1+)E$r(§%1)i
=2
Bo 11 ) o)

@G. Gong 32



_ m (message) K (session key)
128-hit
(196 or 256-bit) l 128-hit (196 or 256-bit)

i
|

16 byte shift R

0p
0p
«— ) |[&——

e
RN

|
T IT]
I 1111

L L
32-bit 32-bit v 32-bit v 32-bit v
C (cipher)

Figure 6. One round operation in RIJDAEL, represented

by the word operation
@G. Gong
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01 2 3

4 5 6 7

8 9 10 11 12131415

00 10 20 3(

)

0111 21 3]

02 12 22 32

03 13 23 33

l

0 13 10 7

4 1 1411

8 5 215 12 9

6 3

00 1322 31

01 10 23 37

—o—

02 11 20 39

=T

03 12 21 3(

)

Figure 7. The effect of the shift roR corresponding to
16-byte stream

@G. Gong
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Triple DES

Approach: In order to preserve the existing investment
In software and equipment, one may use multiple
encryption with DES and multiple keys.

In the figures, E = DES encryption, D = DES decryption,
where two out of three keys would be eq@abhertext
IS given by

C =Ey, (D, (B¢ (M)))

@G. Gong
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K, Kz K3

message l ClpherteXt

—{ e H s P

Triple DES Encryption

K, Kz K3
C|phertext l message

—{ o H Lo 1—>

Triple DES Decryption

@G. Gong 36



4. Encryption Modes

Block Cipher Modes:

Electronic Codebook Mode (ECB)
Cipher Block Chaining (CBC) Mode

Block Cipher Used as Stream Cipher Modes:

' Cipher Feedback Mode (CFB)
' Counter Mode (CTR)

@G. Gong
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Encryption: CBC Mode
MessagesM, My

W,
K E | |K E =0

: (l: l

Ciphertext C,

TS
e

C,=E.(IV+M,)), andC, =E . (C,,+M,), i=2, 3,....N



CFB Mode (Stream Cipher Mode)

l N
K—{ e ]| —lLe) B —(&

K,=E,(IV), and K, =E.(C,,), i=2, 3,...,N
C =K, +M, i=1 3..,N

@G. Gong
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Counter Mode (Stream Cipher Mode)

Counter Counter + 1 Counter +N %1

l l l

K— e JK—{ ] E k—{ g

Cy C, Cy

K. =E.(Counter+i! 1), i=1 2,...,N
C=K +M, i=1 3...,N

@G. Gong 40



5. Secure Hash Functions

" A hashing function is a map frombits tom bits wherem < n. An output of a hashing
function is called a message digest when an input is considered as a message.

" If two n bits streams (or messages) have identical hashing values (message diges
then it is said to be a collision. A hashing function is secure if it is hard to find a
collision.

" The message digest can then, for example, be input to a signature algorithm which
generates or verifies the signature for the message. Signing the message digest ratlr
than the message often improves the efficiency of the process because the message
digest is usually much smaller in size than the message.

" The same hash algorithm must be used by the verifier of a digital signature as was
used by the creator of the digital signature. Any change to the message in transit will
with very high probability, result in a different message digest, and the signature will
fail to verify.

" A keyed hashing function is also called a message authentication code (MAC).

@G. Gong 41



MDS5, Rivest 1991

' The MD5 (message digest) algorithm takes as input a message of
arbitrary length and produces as output a 128-bit "fingerprint" or
"message digest” of the input. It is conjectured that it is computationally
Infeasible to produce two messages having the same message digest, or
to produce any message having a given prespecified target message
digest.

" The MD5 algorithm is intended for digital signature applications,
where alarge file must be "compressed" in a secure manner before
being encrypted with a private (secret) key under a public-key
cryptosystem such as RSA.

" The MD5 algorithm is designed to be quite fast on 32-bit machines. In
addition, the M D5 algorithm does not require any large substitution
tables; the algorithm can be coded quite compactly. The MD5 algorithm
IS an extension of the MD4 message-digest algorithm.

@G. Gong 42



SHA-1 (1995), SHA-2, NIST

" SHA-1. a Secure Hash Algorithm for computing a condensed representation
of a message or a data file. When a message of any length < 264 bits is input,

the SHA-1 produces a 160-bit output called a message digest.

" The SHA-1 is specified in the standard for use with the DSA in electronic
mail, electronic funds transfer, software distribution, data storage, and other
applications which require data integrity assurance and data origin
authentication. The SHA-1 may also be used whenever it is necessary to
generate a condensed version of a message.

" SHA-2 is the collective name of hash functions developed by the NIST,
which contains three versions. The outputs of SHA-256, SHA-384, and SHA-
512 are 256 bits, 384 bits and 512 bits, respectively.

" MD5, SHA-1, and SHA-2 have similar structures. Collisions have been
found for MD5 and SHA-1 by a group of Chinese scholars in 2005.

@G. Gong
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SHA-1

Notations:

Bitwise logical word operations

xr ANy orxy

= bitwise logical “and” of z and y

xVy = bitwise logical “inclusive-or” of z and y
r by = bitwise logical “exclusive-or” of x and y

T = bitwise logical “complement” of x
r+y the addition In Zgse.

»S'n (ZE) — (il-"nv T, L3, Lyt I"n_l)

Left shift operator

@G. Gong




A. Padding Process: three steps.

In other words, for the message (xg. 21, ---,x1_1) where [ < 512, we have the following
padding process:

Step 1:y = (vg.xq.---, 271, 1)
q
e —
Step 2: 2z = (rg.xq. - 271, 1,0,---.0) (g =512—-64 — (I + 1))
ﬁ—L'\

Step 2: w = (xg.xq. -+, 21_1.1,0,---,0,lg3. lga, - - . lg)

The final padded message is w, which is 512 bits.

@G. Gong
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B. Functions and Constants Employed

A set of 80 logical functions fo. f1,.... fro is used in the SHA-1. Each f;, 0 < ¢ < 79,
operates on three 32-bit words x. y. z and produces a 32-bit word as output, which are defined

as follows.

filz,y,2) t
(xAy)VI(TA z) 0<t<19
rPydz 20t <39
(xAy)V(icAnz)Viynz) |40 <t <59
rhydz 60<t<T79

A set of constant words Ky, Ky, ..., Kqg 1s used in the SHA-1. which are given as follows

(in hex).

I K,
5AS27999 | 0<t< 19
6EDIEBAL |20 <t < 39
8SF1BBCDC |40 < t < 59
CA62C1D6 |60 <t <79

@G. Gong



Algorithm SHA-1 for computing 160 hashing values

Input: Message padded as My, M, ..., M, (M; are 512 bits blocks, 16 words).

Output: 160-bits hashing values, H;.7 = 0.1,2.3,4.

Imitialization: {H;} where H;,0 < i < 4 are 5-words or a total of 160-bit number, given
below, represented as hex.

Hy = 67452301

H, = EFCDABS9
Hy, = 98SBADCFE
Hy = 10325476

H, = C3D2E1F0

ProcedureSHA-1:

For 7 from 1 to n do:
1. Divide M; into 16 words Wy, Wy, .... W5, where W is the left-most word.
2. FO].' t =16 to 79. let Il't = S t(“""}_s &+ I"I"rt_ 8 =+ “""}_14 =+ I"I"rt_ 16)'

3. Using A, B, C, D. E as five registers to hold 32-bit numbers, set A = H,, B = H,,C =
H2,D - Hg,E - H4.
4. Fort =0 to 79 do
T =8A)+ fi(B.C,D)+ E + W, + K; (T is a 32-bit register)
E=D:D=C.C=8"B):;B=AA=T;
5. Set Ho = H0+.4.H1 = H1+B,H2 = H2 +C.H3 = H3+DaH4 - H4+E
After processing My, the message digest is the 160-bit string represented by the 5 words

HyH HH;H,. 47
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One Iteration of SHA 1
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6. MAC

MAC: message authentication code.

Implementation: MAC can be implemented by two different
methods:

- Block ciphers through CBC mode
- Keyed hash functions

Example. Given a messagd, find a MAC forM using the
above different methods.

@G. Gong 49



7. Conversions among symmetric key algorithms

" Symmetric keycrypto primitives:
- Pseudorandom sequence/number generators (PRG)
- Stream ciphers
- Block ciphers
- Hashfunctions
- MAC

Conversions

@G. Gong 50



Through pseudorandom
functions/permutations

Hash r\ ’\1 Block
function PRG cipher
CBC /CFB

CTR

e

cipher

Conversions
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